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1.3.1 Compression, Encryption and Hashing

a)
b)

@}

d)

SPEC

Lossy vs Lossless compression.
Run length encoding and
dictionary coding for lossless
compression.

Symmetric and asymmetric
encryption.

Different uses of hashing.

Candidates need to understand the need for compression, especially when transferring data via the
Internet. Candidates need to understand the difference between lossy and lossless compression,

and the benefits and drawbacks of each type. Candidates need to be able to recommend a type of
compression for a given scenario.

Candidates need to understand how run-length encoding can reduce the size of a file for example with
a text file orimage. Candidates should understand how dictionary coding works by substituting entries
with a unique code. Candidates should have practical experience of using these algorithms with small
example files.

Candidates should understand the need for encryption. Candidates should understand how symmetric
and asymmetric encryption work to encrypt and decrypt data.

Candidates should understand the need for and purpose of using hashing algorithms to store data.
Candidates should be aware of different uses for hashing, such as the storing of passwords.
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4 Ateam of programmers create a robot that will be used in a factory. The robot will be able to do
the work of multiple humans.

(c)* The robot stores data internally and also communicates with other robots and users via
a wireless network which is password protected. All data for these tasks is secured using
either encryption or hashing.

Compare the robot's use of encryption and hashing for storing and communicating data.
You should include the following in your answer:
» the different types of encryption that could be used and how this would secure data

*  how hashing could be used to secure data and which data would be suitable
*  why encryption and hashing are used by the robot for stored data and communications.

[°]
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2 Avideo streaming service uses a relational database.

(f) All videos that are streamed are compressed. Customers have the option to choose from
watching the videos with lossy compression or lossless compression.

Explain how this choice will impact the customer.

- [5]
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1 Ahotel uses a computer system to keep track of room bookings. The hotel staff are able to query
a database to discover which rooms are booked or which rooms are free.

(d) The hotel stores data about rooms, customers and bookings in a database. Each customer
can book multiple rooms and each room can be booked multiple times.

(iii) Describe two different ways that hashing could be used in this database.

2
[4]

4 Shreya is a web developer who creates webpages for a variety of different companies.
AS - Level

(a) Photographs on a webpage are usually compressed.

(i) State which method of compression is most likely to be used for this purpose.

.. [1]
(ii) Explain the need to compress photographs in this situation.
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2 Asurvey is carried out to look at the types of vehicle that travel down a stretch of motorway.
For each vehicle that passes by, a letter is entered into the system.
For a car 'C’ is entered.
For a motorbike ‘M’ is entered.
For a lorry ‘L’ is entered.
For any other vehicle ‘O’ is entered.
It is decided to compress the data that has been generated.

(a) State what is meant by the term ‘compression’.

.............................................................................................................................................. 1
It is decided that Run Length Encoding will be used.
(b) The following sequence has been compressed using Run Length Encoding.
3C3M4C
Show the result of decompressing the sequence.
.............................................................................................................................................. [2]
(c) Show the result of using Run Length Encoding to compress the sequence:
CCCCOLLLCCCCCMOocCCCC
............................................................................................................................................. [3]
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The survey takers want to find out the longest continuous sequence of cars in any given chunk of
data. For example, in the data

CCMCCCCLLCCC
the longest sequence would be 4.

(d) Write the function 1ongest which takes in a string of characters as an argument and returns
an integer representing the longest continuous sequence of Cs. [5]

4 Traditionally films have been distributed on optical media such as DVDs.

Being able to stream high resolution films is only possible due to improvements in compression.

(e) Explain why compression is important for the streaming of high resolution films.

... [3]
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8 A student writes a program to apply a symmetric encryption algorithm to work on messages of up
to 25 ASCII characters.

The encryption algorithm works in the following way.
A message of up to 25 characters (spaces and punctuation are not included) is placed in a
5x5 array. Any leftover spaces are filled with random letters. The message | LOVE COMPUTER

SCIENCE becomes:
I|L|O|V]E
CJ|O|M]|P|U
TIE|R|S|C
I|E|N|C|E
TIO|W|R|M

The key is a sequence of ten numbers.
In this example we willuse1 2 3 4 5 1 2 3 4 5. The first 5 numbers state how many spaces
the rows 0 to 4 must be rotated right.

A key with the first 5 digits 1 2 3 4 5 would result in

mIR|<

[

Hlm|w|0|M@
o|lZ2|n|la|H
R RN EsEET R
mIm|ia3|Oo|O

The next 5 digits state how many spaces down the columns 0 to 4 should be rotated.

Applying the last 5 digits 1 2 3 4 5 to the grid above would give

TIN|C|O]|V
EJO|IC|T|M
P|I|W|E]|E
RIU|JL|R]|TI
E|S|C|O|M
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Part of the pseudocode for the algorithm is written below.

global array grid[5,5]

addMessage ()

// letters and random letters have been entered
// into the 2D array, grid

for i = 0 to 4

x = getNextDigitInKey()
shiftRow (i, x)
next i

for i = 0 to 4
x = getNextDigitInKey ()
shiftColumn (i, x)

next i

//Now reassemble array back into string.

(b) Show the result of running the algorithm on the grid and key below.

KEY:3333311111

cClmI@mm|IOo|l3
O|lx|w|w|O
Q||| @A |D
o T I O R I ]
ol |@E

Grid after only the rows are shifted:

Grid after columns have also been shifted:
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(c) Write the procedure shiftRow.

---------------------------------------------------------------------------------------------------------------------------------------------------

.................................................................................................................................................

(d)* Modern encryption is much stronger than the method described in the first part of this
question.
Discuss the impact of modern encryption on society. You should refer to:
*  The importance of asymmetric encryption and how it differs from symmetric encryption.
+ Different circumstances in which symmetric and asymmetric encryption may be used.

[9]
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3 A charitable organisation is trying to make the works of William Shakespeare available to more
people.

(a) The organisation decides to make a copy of Shakespeare's entire works available as a
downloadable text file from its website. It further decides to compress the file before making it
available to download.

(i) State an advantage to the website's visitors of the file being compressed.

) |
(ii) Explain why the company should use lossless and not lossy compression.

.. [3]

(b)* The organisation looks at using either run length encoding or dictionary encoding to compress
the file described in part (a).

Discuss the two compression methods and justify which you would recommend. You may
refer to the extract of text below to illustrate your argument.

What's in a name? that which we call a rose
By any other name would smell as sweet;
So Romeo would, were he not Romeo call'd, [12]
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7 A web forum stores all its content in a database.

(a) The forum stores details of its users in the table called Users. An extract of Users is shown

below.

userID |username | passwordHash locked
1 Zeus 8dfad6a79248037752bbablé6fcb34f8 |1

2 Hera 74d39d60507eb55e000cbec5¢c1265891 |0

3 Poseidon b015d770d0208ddcce2c2c719fe29371 | O

(b) The user’'s password is passed to a function that generates a hash and the result is stored in
passwordHash.

(i) Describe what is meant by the term ‘hash’.

M

(ii) Describe one advantage to storing the password as a hash.

- [2]

(e) The function checkAccess takes in the password the user has entered (givenPassword)
along with the password hash (passwordHash) and locked value (1ocked).

passwordHash and locked have already been extracted from the database before being
passed to the function. It should return the value true if a user should be allowed access to
a system and false if they aren't.

Your function should make use of the pre-written function hash () which takes in a string and
returns the hash of that string.

e.g.
hash ("Hello") returns £7£f9eB8b7bb2e09b70935a5d785e0cc5d9d0abf0
Complete the function checkAccess.

function checkAccess (givenPassword, passwordHash, locked) [4]

.......................................................... GCSECOMPUTERSCIENCETUTOR.COM
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EXTRA

1. A software company decides to release a duplicate file finder which it has named “De-Duplicator”. Duplicate files
are files that are exactly the same (bit for bit identical). Space is often wasted on computers by having multiple
versions of the same file. Duplicate file finders are programs that find and identify duplicate files on a hard drive
so that they can be removed.

Every time the program encounters a file it takes a hash of the file and checks it against a list. If the hash exists
in the list, the file is marked to be deleted. If the hash does not exist it is added to the list.

(i) Explain two characteristics you would look for in a hashing algorithm for this purpose.

- -

______________________________________________________________________________ 141
(ii) After running the program a user finds that they still have apparent duplicates of some of their images.

Explain why these apparent duplicates might still be present.

______________________________________________________________________________ 2]

GCSECOMPUTERSCIENCETUTOR.COM




GCST

3(a). The XOR operator can be used to encrypt data.

Show the effect of applying XOR on Text and Key, by completing the last row of the table below.

Text O C R
| Value [0 (1 /0|0 1 /1|11 0/1|/0 0/0|0/1 1|01 /010 010
Key A B o
'Valueo1_000I001010000100100001_1
XOR
(2]
(b). Show the effect of applying XOR on your answer to part (a) and Key, by completing the first and last rows of the
table below.
@ | L4 | |
Key A
;ValueO10;00001010000100100001!1
R | | | | | |
(2]
(c). Explain whether the type of encryption described above is symmetric or asymmetric.
_________________________________________________________________________________ 12]

(d). Explain why asymmetric encryption is more suited to transactions over the internet than symmetric encryption.
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If you found this
useful, drop a follow

to help me out!

THANK YOU!
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